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How to manage the right for a web site through its web pages 

and Javascript to use a key ?

The problem
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Two complementary approaches:

• Browser based

• Key issuer based

The proposal
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K

The key

Web Site 

(http://bar.com)

Browser

Browser based approach - The parties
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The web site: the party that is requesting access to the key

The browser: the user browser that is in charge of controlling Javascript access to the key

The parties
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K

Browser

1. Download a page requesting access 

to the transaction confirmation JS API

2. The user select the key 

to use

2’. The browser checks in 

a authorization store if the 

website has already been 

allowed to access key 

materials

2’’. If not the user consent 

is requested

Browser based approach - Using a certificate

Web Site 

(http://bar.com)
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Two complementary approaches:

• Browser based

• Key issuer based

The proposal
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Issuer K

ADL

The key

ADLS
Web Site 

(http://bar.com)

Browser

Key issuer based - The parties
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The issuer: the issuer of the key

The authorized domain list: a global, scoped or per-user list of authorized domain lists to 

use the key

The authorized domain list service: a service that provides that checks 

The web site: the party that is requesting access to the key

The browser: the user browser that is in charge of controlling Javascript access to the key

Key issuer based - The parties
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Key issuer based - Issuing a certificate

Issuer K
issue

ADL

Include the issuing 

domain (http://foo.com)

ADLS 

(https://adls.foo.

com

Consult

Browser

Web Site 

(http://bar.com)

Safran Identity and Security / 08.06.2016 / CED10

ADL DB



This document and the information therein are the property of Safran. They must not be copied or communicated to a third party without the prior written authorization of Safran

Issuer K

ADL

ADLS

Browser

1. Download a page requesting access 

to the transaction confirmation JS API

2. The user select the 

certificate to use
3. The browser looks for 

the ADLS URL

4. The browser sends a 

request to check for the 

web site authorization to 

use the certificate

Key issuer based approach - Using a certificate

Web Site 

(http://bar.com)
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Issuer K

ADL

ADLS

Browser

The browser sends a 

request to add a new 

authorized domain 

(signed by the end-user 

certificate)

Key issuer based approach - The user adds a new authorized domain (optional)

Web Site 

(http://bar.com)
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Issuer K

ADL

ADLS

Browser

The browser 

authenticates with mutual 

TLS to manage the 

authorization

Key issuer based approach - The user manages his/her authorizations (optional)

Web Site 

(http://bar.com)
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The ADLS URL is in the issuer definition (CA policy)

The ADLS URL is public

The ADLS can:

• Enforce a white list of authorized domains

• Enforce a black list of rejected domains

• Allow (or not) the user manages his/her own private lists by adding/removing domains

Key issuer based approach - Hypothesis
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• How guarantee the privacy of the end-user ?

Key issuer based - Identified issues
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